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YrPO3bl CYBEPEHUTETY U HEGOOPMAJIbHOMY
CAMOONPEAENEHMUIO B XXI B.

Mbl XrBeT B TO BpeMs, Korga nHdopmaumio Ha-
3bIBatoT «HedTbio XX| BeKar. Te, KTO BNageeT Ka-
Hanamu nepegaym HGoOpPMaLUN 1, TEM CaMbIM,
NMeeT BGecnpensaTCTBEHHbIV JOCTYN K MHPOp-
MaLUK, KOHTPONPYET BECH MU 1 BIIAJEET VM.
NHdopmauma moxeT pectabunusmposaTb ro-
cypapcTBa, MaHUNynnpoBaTb GOHAOBbIMY 6UP-
»Kamui, ToApPbIBaTb MMM Pa3pyLlaTb TEXHUYECKYHO
nHdpacTpyktypy. Lindposasa nHbopmauuma npo-
HM3bIBAET BCE CPepbl MU3HU COBPEMEHHOMO
o6uiecTBa BMNIOTb A0 CaMbIX MHTUMHBIX CTOPOH
yenoseyeckoro ObITvA. B BEK MCKYCCTBEHHOrO
WHTeNNeKTa 1 KBaHTOBbIX KOMMbIOTEPOB MpakK-
TUYECKN He cyllecTBYeT MpefenoB Ans XpaHe-
HUA N aHanm3a WMHpopmMaumn. ITOT Npouecc
COMPOBOXIAETCA pPaACTyLeN KOHLUEHTpaLunen
cbopa MHPOpPMaLMM B pyKax HEOOMbLIOrO YmnC-
na MyfbTUHALWOHANbHBIX CBEPXKOPMopauuii.
MNpaBnTenbCTBa NOLLAEPXKUBAIOT TaKOW XO4 Be-
weMn, prHaHCMPYA [ONTOCPOYHbIE COrMaLleHs
O COTPYAHWMYECTBE, MPVIHUMAs COOTBETCTBYIO-
LLMe 3aKOHbI 1 NMOJb3yAch pe3ynbratamu cbopa
nHpopmauun.

B kauectBe NpuMepoB MOXKHO YNMOMAHYTb «00-
nayHbIn» 6usHec komnaHuin Amazon n Google, a
TakXe aHanutnyeckyto cuctemy Alladin ¢prpmbl
Blackstone. Te »ke camble YacTHble Kopnopauuy,
[EeNCTBYA NPV NOAAEPXKKE roCyfapCTB 1 YacTny-
HO 06Xx0aA MexayHapoAaHble Npasusa, passep-

TbIBalOT rN06asbHbIE CUCTEMbI CBA3MN, KOTOPblE
HeTPaNMN3yoT CyBepeHNUTET HaUOHANbHbIX ro-
CyHapcTB B chepe CBA3N.

Cum6103 rocyaapcTB U SKOHOMUKW NP NOsy-
yeHUn nHdbopmaunn byaeT yrnyonatbca 1, Ha
MO B3rNAA, Ha NepBOe MeCTO 34eCh YKe Bbllusa
3KOHOMUIKA.

B sTOoM npouecce ncnonb3yeTca annapaTtHoe 1
nporpaMmMHoe obecrneyeHrie, KOTOPoe KpanHe
YA3BUMO (BO3MOMHO, HAMEPEHHO) C TOUKM 3pe-
HMA 6e3onacHocTu. Mpobesbl yxe obHapyKe-
Hbl B MPOLIECCOpaXx 1 OnepaLoHHbIX CUCTEMAX.
EcTecTBEHHO, YA3BMMOCTBIO MOJb3YIOTCA Kpu-
MUWHaJbHble «3KCMepTbl» AnA B3noma KHop-
MaLMOHHbIX CUCTeM. DTO KacaeTcsa Bcex cdhep
KU3HM LUMBUIN30BaHHOMO obuectsa. Mpobne-
Mbl HAGMIOAATCA B yNpaBleHUU npoLeccamm
MPOMbILLIEHHOTO MPOW3BOACTBA, dHEProCHab-
KEHWW, KOMMbIOTEPHDBIX CEeTAX, CMapTdoHax,
TeneBn3opax U XoNnoauIbHUKaXx.

TpaanuMoHHbIe cnocobbl U CpeacTBa WNUOHa-
a He yTpaTuIM CBOE 3HauyeHve Npuy aTakax Ha
Ba)KHble rOCYAAPCTBEHHbIE N SKOHOMUYECKME
LUennm M NOCTOAHHO coBeplueHCTBYOTCA. OHU
NPUMEHATCA 130pPaHHO Y LieneHanpaBfieHHO
N NO-NPeXXHeMy OmnacHbl 1A CBepPXCeKPETHOW
nHdopmauun.

Hetned [lpesc
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[eHepanbHblil gupekTop komnanuu «Ouayc Kpunt» (OPT) — YuactHuka «MHTepcnyTHUKa»

Detlef Drews
CEO of FidusCrypt — USG GmbH — Intersputnik Signatory

ENDANGERING SOVEREIGNTY AND INFORMAL
SELF-DETERMINATION IN THE 21ST CENTURY

We live in a time when information is called the
oil of the 21st century. Those who master the
information channels and thus have unhindered
access to the information, control and control
the world. Information can destabilize states,
manipulate stock exchanges and the economy,
and disrupt or destroy technical infrastructures.
Digital information permeates all areas of life
in modern society, right down to the most
intimate areas of human beings. In the age of
artificial intelligence and quantum computers,
there are almost no limits to the storage and
evaluation of information. This process is
accompanied by an increasing concentration of
the information-gathering process in the hands
of fewer multinational dominant corporations.
Governments support this development by
financing long-term cooperation agreements,
supporting legislation and participating in the
results of information gathering.

As examples of this process, cloud business
from Amazon and Google can be mentioned
here, but also the analysis system of Blackstone
called Aladdin. It is also the same private
corporations that, with state support, partly
bypassing international regulations, are
installing global communications networks
that neutralise the sovereignty of nation states
in telecommunications.

This process of the symbiosis of the state and
the economy in the acquisition of information
will continue to intensify, and in my view the
economy has already taken the lead here.

This development is accompanied by hardware
and software that has significant (probably
intentional) security vulnerabilities. These gaps
have already been proven in the processors and
their operating systems. These vulnerabilities,
of course, also remain not closed to criminal
experts from the hacking scene and are
targeted by them. No area of civilised societies
is excluded. The problems range from process
control in industry, to power supply systems,
computer networks, to smartphones, televisions
and refrigerators.

Traditional espionage methods and means
have lost none of their importance in attacks
on important state and economic targets and
are constantly being refined. They are used in
a targeted and selective manner and remain a
danger for top-secret information.

Due the digital revolution in industry and
the progressive digitalization of the public
and private space using the Internet or
the networks/services of  multinational
corporations, this development will continue
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Bbnarogapa uudposoli pesonoLUN B NPOMbILL-
NEHHOCTU Y NpofomKaLenca undposmsaumnm
06L1eCcTBEHHOMO M IMYHOIO NPOCTPAHCTBA C UC-
nonb3oBaHviem VIHTepHeTa 1 ceTen/ycnyr mynb-
TUHALMOHAJbHbIX KOpMnopauui 3TOT npoLecc
6yneT B OGnuKanwme rofbl YCKOPATbCA U che-
naeT rocyfapcTBa, opraHM3auuy, KOMNaHun u
YACTHBIX UL, NPO3PaYHbIMU Kak cTekno. [Joctyn
K UHGOpMaLuUn CTaHeT AfiA BragesibLeB ceTei
CBA3N N «OBNayHbIX»/aHaNUTUYECKNX LEHTPOB
NPAMbIM 1 OMepPaTMBHbLIM B peasibHOM MacLuTa-
6e BpeMeHu.

Y>Ke cerofjHA 0TMeYaloTCA cneaytoLmne noTeHum-
asibHble yrpo3bil:

1. WUnnoHax BO BCcex 0651acTAX SNEKTPOCBA3M C
XPaHEeHWEM MOJSTHOTO 06beMa [aHHbIX, a TaKkXKe
npAMor AoCTyn K KOH(MAeHUManbHOW rocy-
[APCTBEHHOW 1 SKOHOMMYECKON nHbopMaumu,
NPOPUIAM YACTHBIX NNL, UX NEPeABUKEHMAM,
KOHTaKTaMm, NpeanoyYTeHNsaM 1 T.4. DTO KacaeTcA
KaK rocyfapCTBEHHbIX aeATenen, Tak u ntoboro
MeHefpKepa unm NpoaasLa B MarasuHe.

2. LleneHanpaBneHHble AMBEPCUN HA OObEKTAX
NHOPACTPYKTYPbl C MCMONb30BaHNEM KaHaNoB
CBA3M WM CTAHOAPTHbBIX CMCTEM YrpaBfeHUs
TEXHONIOMMYECKMMI MpoLeccamm.

3. Bo3MOXHOCTb UeneHanpaBfeHHOro MaHW-
NyNnMpPOBaHNA AAHHbIMM BO BPEMA Mepeaayn.
970 OTHOCUTCA K UBMEHEHMIO KOHTEHTA, a TakXKe
3afiepKKam 1y noMexam nepegayn MHPopma-
uuun. HanonHeHme coumnanbHbIX ceTen danbLun-
BbIM/ HOBOCTAMU MOMET AeCcTabunnsnpoBaTb
NoNUTMYECKME CUCTEMbI U MPUBOAUTbL K Gec-
nopagKamMm 1 MATEXaM, Kak yxKe HeoJHOKPaTHO
Cny4anoco.

4. ABTOMaTUyeckoe OOGHapyeHWe BOEHHOC-
NY>KALWNX U COTPYAHVKOB CNTy»0 6e30nacHOCTM
Ha 0C000 OXpaHAEMbIX 0ObEKTAX, a TakkKe UX
KOHTAKTOB 3a CYeT U3yyeHus npodunen nepe-
MeLLeHunA.

5. lNpegHamepeHHOe 4YaCTUYHOE WM MOJSHOe
OTKJIIOUEHME ceTen CBA3N.

6. XakepcCKme aTaku B HTEpecax TeppPOPUCTOB
N NPEeCTYNHMKOB 3a CYET MCMOMb30BaHUA YXe
BCTPOEHHbIX M3roTOBUTENEM YA3BMMbIX MECT.

71 WeCTb MYHKTOB — BCETO JIMLWb Manas YacTb.
Mpwy XenaHuM nepevyeHb MOXKHO JIerko npo-
LOMKNTD.

YunTbiBas BCe 3TV NPOLECChI M Yrpo3bl, AN Kito-
yeBblX 06HLEKTOB UHPPACTPYKTYPbI U MHPOPMA-
LM MOXHO cLienaThb creaytoLye BblBOAbl:

1. Co3gaHve pe3epBUpPYEMbIX FOCYAAPCTBEH-
HbIX CeTell CBA3M C 6e3yC/IOBHbIM OTCOeANHEHW-
eM oT ceTn VIHTepHeT 1 pa3BeTBNEHHbIX ceTel
MyNbTVHaUMOHANbHbIX Kopriopauui. [na 3to-
ro CyWecCTBYIOT MpAMble CBA3M 4yepe3 ChyTHU-
K1 3eMnn 1 COBCTBEHHblE Ha3eMHble KaHasibl
C OTrpaHMYEHHbIM YMCIIOM Y37I0B CBA3W. Takme
CETV JONMXKHbl UMETbCS B PACMOPSPKEHUN KPYT-
HeMWMX KOMMAHMN N Ha KNo4YeBblX 0O6beKTax
NHGPACTPYKTYPBbI.

2. lNpepocTaBrieHVe He TONbKO BCEX COBpe-
MEHHbIX CPEACTB FO/IOCOBON CBA3M, Mepepaun
JAHHbIX, BUAEO, YNpaBieHUs npoLleccamu, HO
N VCNONb30BaHNE TEMATUYECKMX YaTOB U Npu-
NOXEHW coumanbHbIX CETeN B pamMKax CeTu C
LWndpoBaHMEM N Yepe3 COOCTBEHHbIE CEPBEPDI.
3. Pa3paboTKa 1 npuMmeHeHre COOCTBEHHbIX OH-
NaNHOBbIX CUCTEM LINGPOBaHMA (annapaTypbl 1
NpOrpamMmmMHoOro obecneveHns) ¢ COGCTBEHHbIMY
anroputMamu widposaHuA. OTKa3 oT Kommep-
Yyeckmx cuctem WdpoBaHKA CO CTaHOAAPTHBIMMA
KpuntoanroputMamu (Hanpumep, AES256). LLnd-
poBaTbCcA AOMKHA BCA MHPOpMaLMA BO Bpems
nepefauy «oT TOUKM K TOUYKE» C UCMOSb30BaHNEM
Pa3fINYHbIX MOCTOSHHO MEHSIOWMXCA aNropuT-
MOB 1 Knioyeil. B BeK KBaHTOBbIX KOMMbIOTEPOB
cucTeMbl  LWIMGPOBAHUA [OMXKHbI ObITb MONHO-
CTblo UMPOBbLIMM, HO MapannienbHO MCNOosb30-
BaTb aHaNIOroBble CNOCOObI LIMPPOBAHUS.

4. Co3paHune 3GPeKTUBHOM roCyfapCTBEHHOM
opraHu3aumu ansa sKCnayatauumn, obecrneyeHus
6e3oMmacHOCT! W ynpaBneHUA CeTAMU CBA3W,
rpynnamu cepBepoB 1 cucTeMamMmn/cpescTsamu
WndpoBaHuA.

5. lNocToAHHOE BHMMaHWE CeKpeToHoCUTenen
B MONUTUKE 1 BM3HECEe K OCTOPOXHOMY NprMe-
HEeHWI0 COBPEMEHHbIX METOAOB U YCIyT.
YuntbiBaa CTPYKTYpY CMYTHMKOBBIX KaHasnos,
3TOT BWA CBA3M Jyulle BCEro NoaxoauT Ans op-
raHy3auum 6esonacHblx ceTei. Boicokas gocTyn-
HOCTb CMYTHVKOBbIX KAHANOB Y BO3MOXHOCTb
NX TMOKOro pe3epBMPOBAHUS UIPaeT 0cobyio
ponb. [lnAa B3noMLMKa NpocyLBaHue CnyTHU-
KOBbIX JIVHUI KpalrHe 3aTpaTHO TeXHUYECKU ”
[OJIKHO OCYLUECTBATbCA HEMOCPEeACTBEHHO C
a¢upa. B 10 Xe Bpems, NPUMEHEHME CITOXKHbIX
CUCTEM OHJANHOBOIO WNPOBaHUA AeNaeT Nno-
Ny4YeHHble AaHHble 6ecnonesHbIMK ASiA B3JIOM-
wuka. CTaHOBUTCA HEBO3MOMHbIM MapLUpyTU-
31poBaTb 1 oTobpaxaTb AaHHble, HaNpUMep, B
ceTn IHTepHET nnn B CeTAX MynbTUHALMOHasb-
HbIX KOpnopauuii, NpegHaMepeHHO HapyluaTb
CBA3b WM Bbi3blBaTb 6OM B MpefoCTaBlEHNN
NHOVBUAYANbHbBIX YCIYT.

faster and faster in the coming years and lead
to glass states, organizations, companies and
individuals. Access to information for the deer
owners of telecommunications networks and
cloud/analysis centers will be possible directly
and in real time.

The following potential hazards are already to
be observed today:

1. Espionage in all areas of telecommunications
with storage of all communication data, as well
as direct access to sensitive state and economic
data, person profiles, movement profiles,
contacts, preferences, etc. This is regardless of
whether an important statesman, manger or
seller in a supermarket.

2. Targeted sabotage of technical infrastructure
of states and industry via communication
channels of standardized process control
systems.

3. Possibilities of targeted manipulation of
communication data during transmission. This
concerns the modification of the content, as well
as the delay or prevention of the transmission
of information. By targeting social media with
fake news, political systems can be destabilized,
riots and unrest can be instigated, as has often
happened.

4. Automatic detection of military and security
personnel in specially protected objects, as well
as their contacts via movement profiles.

5. Targeted switching off, of parts or entire
telecommunications networks.

6. Attacks by hackers for criminal and terrorist
activities by exploiting already manufacturer-in-
vendor «implemented» vulnerabilities.

These 6 points are only a small selection and can
be expanded as desired.

Taking these developments and hazards
into account, the following key derivatives
for key infrastructures and information can
be made:

1. Creation of redundant state communications
networks with strict decoupling from the
Internet and widely branched communications
networks multinational telecommunications
corporations to. This is where direct satellite
connections and our own terrestrial
connections with few telecommunications
nodes are available. This network will also be
available to important companies and key
infrastructures.
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2. Providing all modern means  of
communication voice, data, video, process
controls, but also chat rooms and applications
of today’s usual social media, within the
independent encrypted network via own server
centers.

3. Development and use of own online
encryption systems (hardware and software)
with own crypto algorithms. Do not use
commercially available encryption systems
with  standardized  crypto  algorithms
(e.g. AES256). Here, all information’s during
transmission end-to-end with different
changing algorithms and key means must be
encrypted. In the age of quantum computers,
encryption systems should not be pure
digital systems, but should also have analog
encryption methods.

4. Creation of an effective governmental
organization for the operation, security and
control of communication networks, server
centers and the encryption system e/-medium.
5. Constant awareness of holders of confidential
information in politics and business on the
careful use of modern means and services.

Due the structure of satellite connections,
these are particularly suitable for the creation
of secure communication networks. The high
availability of satellite connections and the
possibility of creating flexible redundancy
plays a special role here. An interception of
satellites by an attacker is technically very
important and must be ensured off-air.
However, the resulting data is worthless to the
attacker through the use of complex online
encryption systems. This means that it is not
possible to conveniently route and mirror the
data, such as on the Internet or the networks
of multinational corporations, including a
targeted disruption of communications or
individual services.






